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c. Encryption of electronic customer infor-
mation, including while in transit or in stor-
age on networks or systems to which unau-
thorized individuals may have access;

d. Procedures designed to ensure that cus-
tomer information system modifications are
consistent with your information security
program;

e. Dual control procedures, segregation of
duties, and employee background checks for
employees with responsibilities for or access
to customer information;

f. Monitoring systems and procedures to
detect actual and attempted attacks on or
intrusions into customer information sys-
tems;

g. Response programs that specify actions
for you to take when you suspect or detect
that unauthorized individuals have gained
access to customer information systems, in-
cluding appropriate reports to regulatory
and law enforcement agencies; and

h. Measures to protect against destruction,
loss, or damage of customer information due
to potential environmental hazards, such as
fire and water damage or technological fail-
ures.

2. Train staff to implement your informa-
tion security program.

3. Regularly test the key controls, systems
and procedures of the information security
program. The frequency and nature of such
tests should be determined by your risk as-
sessment. Tests should be conducted or re-
viewed by independent third parties or staff
independent of those that develop or main-
tain the security programs.

D. Owversee Service Provider Arrangements.
You shall:

1. Exercise appropriate due diligence in se-
lecting your service providers;

2. Require your service providers by con-
tract to implement appropriate measures de-
signed to meet the objectives of these Guide-
lines; and

3. Where indicated by your risk assess-
ment, monitor your service providers to con-
firm that they have satisfied their obliga-
tions as required by paragraph D.2. As part
of this monitoring, you should review audits,
summaries of test results, or other equiva-
lent evaluations of your service providers.

E. Adjust the Program. You shall monitor,
evaluate, and adjust, as appropriate, the in-
formation security program in light of any
relevant changes in technology, the sensi-
tivity of your customer information, inter-
nal or external threats to information, and
your own changing business arrangements,
such as mergers and acquisitions, alliances
and joint ventures, outsourcing arrange-
ments, and changes to customer information
systems.

F. Report to the Board. You shall report to
your board or an appropriate committee of
the board at least annually. This report
should describe the overall status of the in-
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formation security program and your com-
pliance with these Guidelines. The reports
should discuss material matters related to
your program, addressing issues such as: risk
assessment; risk management and control
decisions; service provider arrangements; re-
sults of testing; security breaches or viola-
tions and management’s responses; and rec-
ommendations for changes in the informa-
tion security program.

G.. Implement the Standards. 1. Effective date.
You must implement an information secu-
rity program pursuant to these Guidelines
by July 1, 2001.

2. Two-year grandfathering of agreements
with service providers. Until July 1, 2003, a
contract that you have entered into with a
service provider to perform services for you
or functions on your behalf satisfies the pro-
visions of paragraph III.D., even if the con-
tract does not include a requirement that
the servicer maintain the security and con-
fidentiality of customer information, as long
as you entered into the contract on or before
March 5, 2001.

[66 FR 8640, Feb. 1, 2001]
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AUTHORITY: 12 U.S.C. 1462, 1462a, 1463, 1464;
42 U.S.C. 4012a, 4104a, 4104b, 4106, and 4128.

SOURCE: 61 FR 45709, Aug. 29, 1996, unless
otherwise noted.

§572.1 Authority, purpose, and scope.

(a) Authority. This part is issued pur-
suant to 12 U.S.C. 1462, 1462a, 1463, 1464
and 42 U.S.C. 4012a, 4104a, 4104b, 4106,
4128.

(b) Purpose. The purpose of this part
is to implement the requirements of
the National Flood Insurance Act of
1968 and the Flood Disaster Protection
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Act of 1973, as amended (42 U.S.C. 4001-
4129).

(c) Scope. This part, except for §§572.6
and 572.8, applies to loans secured by
buildings or mobile homes located or
to be located in areas determined by
the Director of the Federal Emergency
Management Agency to have special
flood hazards. Sections 572.6 and 572.8
of this part apply to loans secured by
buildings or mobile homes, regardless
of location.

§572.2 Definitions.

(a) Act means the National Flood In-
surance Act of 1968, as amended (42
U.S.C. 4001-4129).

(b) Savings association means, for pur-
poses of this part, a savings association
as that term is defined in 12 U.S.C.
1813(b)(1) and any subsidiaries or serv-
ice corporations thereof.

(c) Building means a walled and
roofed structure, other than a gas or
liquid storage tank, that is principally
above ground and affixed to a perma-
nent site, and a walled and roofed
structure while in the course of con-
struction, alteration, or repair.

(d) Community means a State or a po-
litical subdivision of a State that has
zoning and building code jurisdiction
over a particular area having special
flood hazards.

(e) Designated loan means a loan se-
cured by a building or mobile home
that is located or to be located in a
special flood hazard area in which flood
insurance is available under the Act.

(f) Director of FEMA means the Direc-
tor of the Federal Emergency Manage-
ment Agency.

(g) Mobile home means a structure,
transportable in one or more sections,
that is built on a permanent chassis
and designed for use with or without a
permanent foundation when attached
to the required utilities. The term mo-
bile home does not include a rec-
reational vehicle. For purposes of this
part, the term mobile home means a mo-
bile home on a permanent foundation.
The term mobile home includes a manu-
factured home as that term is used in
the NFIP.

(h) NFIP means the National Flood
Insurance Program authorized under
the Act.
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(i) Residential improved vreal estate
means real estate upon which a home
or other residential building is located
or to be located.

(j) Servicer means the person respon-
sible for:

(1) Receiving any scheduled, periodic
payments from a borrower under the
terms of a loan, including amounts for
taxes, insurance premiums, and other
charges with respect to the property
securing the loan; and

(2) Making payments of principal and
interest and any other payments from
the amounts received from the bor-
rower as may be required under the
terms of the loan.

(k) Special flood hazard area means
the land in the flood plain within a
community having at least a one per-
cent chance of flooding in any given
year, as designated by the Director of
FEMA.

(1) Table funding means a settlement
at which a loan is funded by a contem-
poraneous advance of loan funds and an
assignment of the loan to the person
advancing the funds.

§572.3 Requirement to purchase flood
insurance where available.

(a) In general. A savings association
shall not make, increase, extend, or
renew any designated loan unless the
building or mobile home and any per-
sonal property securing the loan is cov-
ered by flood insurance for the term of
the loan. The amount of insurance
must be at least equal to the lesser of
the outstanding principal balance of
the designated loan or the maximum
limit of coverage available for the par-
ticular type of property under the Act.
Flood insurance coverage under the
Act is limited to the overall value of
the property securing the designated
loan minus the value of the land on
which the property is located.

(b) Table funded loans. A savings asso-
ciation that acquires a loan from a
mortgage broker or other entity
through table funding shall be consid-
ered to be making a loan for the pur-
poses of this part.

§572.4 Exemptions.

The flood insurance requirement pre-
scribed by §572.3 does not apply with
respect to:
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